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簡報者
簡報註解
一個國家的發展好不好.就看基礎建設做得好不好.路網有沒有四通八達,馬路有沒有又平又寬,一條安全的路,網路就跟馬路一樣  ,網路也要頻寬夠大.速度夠快還有安全的路,尤其是現在講求的是數位化時代.加速數位化.變得非常重要.
      
網路普及了.自然而然就有人使用,我想大部分的人.基本上一定有三台,手機,平板,跟notebook.隨時隨地都要可以上網
    
 要讓人們隨時隨地可以上網,就需要設備,透過跟這些設備串起了整個網際網路,並且形成新的生態系統,從IT ,OT到IOT設備

隨之而來的就是應用服務也開始形成.最先從網站簡單的提供基本資訊.靜態式網頁，接者提供購物服務.外賣服務,金流也進來了…..當然最不想看到的駭客也來了，駭客看到這塊肥肉.網路攻擊、勒索也加以日益嚴重 

不過我今天要講的重點是如何透過AI 提供給我們一條安全的網路、給使用者便利舒適的上網體驗、讓這些設備保持良好的運作
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簡報者
簡報註解
光要維持網路順暢,使用者高興,設備運作正常,每家公司都買了很多的乖乖. –從現在起不用再買乖乖了,那是沒用的  要買就要買FortiAIops才有用.才對你有幫助

為什麼呢? 因為現在面臨的是 
企業為了防止資安事件的發生.紛紛購入大量的資安設備做抵禦.從早期的防火牆.次世代防火牆,WAF，Server Load-balance，內網防火牆,還要針對 IT OT IOT 以及雲端的保護. 對於公司營運來說.管理這些設備,需要聘請的人越來越多,還有就是越來越需要年輕的肝,因為越來越晚下班,

當這些設備串再一起的時候.各位有沒有發現一件事,裡面到底在做什麼,根本沒人知道,而且都各管各的網路是網路部門管的,防火牆是資安部門管的,Server Load-balance 可能是網站人員管的,沒有可以一眼看出整個架構,又可以巨細靡遺的知道每個端點的詳細資訊

一但出了問題,怎麼最快的找出問題.解決問題.就是現在面臨的最大挑戰
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簡報者
簡報註解
時間的浪費:
數位化時代來臨,很多時候.如果沒有通盤的考量,你會發現.浪費很多時間跟金錢.買了不合用的產品.像是佈建無線網路,要買無線控制器.又要買防火牆.如果你選擇Fortigate.我們就送你控制器.你看多好,省錢又省力,所以說正確的選擇很重要.今天來到這裡.我相信都做了正確的選擇

失去生產力:
先跟各位賣個關子 .請問各位當使用者跟你說網路不通的時候.要花多少的時間找到問題.排除問題? 三分鐘還是一小時,一天.還是更久?

  
金錢的損失:
舉例來說，數位化時代來臨,網路就是訊號的傳遞.大家偶而看到新聞某某證劵APP出問題.導致不能買賣,牽扯到的可能是客戶幾十億的金融交易損失對企業而言,造成聲譽上的損失更是無法估計.
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簡報者
簡報註解
如何維持網路營運正常.就是一大挑戰,現在的營運團隊都需要三頭六臂,需要具備高度專業技術的調查能力和耗時的修復時間

來處理因為數據過多的問題所造成無法即時監控的問題，還要有跨不同領域的技能，耗時的故障排除
第一時間做報修問題的分類，將問題給相關的人員去處理，有時候還要面臨對外線路品質不良或斷線時的救援
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簡報者
簡報註解
網路營運大趨勢 
這裡分三個不同的面相,首先是
網路營運中心自動化流程處理,雖然營運中心都有7X24小時的值班人員,但當面臨問題的時候,如何快速的找到問題.解決問題.光靠人工是不夠快速的,唯有透過自動化的方式才能夠引領企業做到數位化轉型

應用服務識別控管
根據Gartner 的研究,2026年.會有6成的領導者.會透過數位化體驗的方式來做管理,評估企業在應用服務跟終端設備的性能是否能夠滿足使用者的需求

AIOps 人工智能的導入
再來就是IDC的預測.到了2027年 AI 驅動自動化的管理,可以確保基礎設施的營運跟服務都能滿足大家的需求.並且減少7成的人員介入處理問題.
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簡報者
簡報註解
 那麼究竟AI能提供怎樣的幫助
首先就是紀錄的分析 透過機器學習的方式.建立各種資料的基準線,舉例來說.對外的頻寬的使用率,平日的流量是多少,假日的流量是多少,寒暑假的流量是多少?一年12個月每個月的流量是多少?

透過不斷的去監控這些設備的狀態，再根據剛剛建立的基準線，讓 AI 去判斷，什麼時候的流量叫做正常.萬一假日流量飆升的時候,才知道是不是遭受到攻擊?還有報稅季的時候，流量的飆升屬於是正常的

依據不同資料的來源作關聯性的分析,找出根本的來源,例如交換器上的mac 資訊跟DHCP配發的IP,還有AD的登入資訊做整合,就可以很快的知道使用者所在的交換器 port上,一旦發生問題的時候.就可以很快的找到問題發生的來源

面對問題時.如果非專業的人員時候,可能不具備處理問題的能力,這時候就可以透過AI 提供專業的建議.快速的解決問題
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簡報者
簡報註解
首先是將收集來的資料建立基準線,提供改善方案.達到對網路技術的依賴,快速找到發生問題的來源.進而減少復原的時間,增進網路跟應用服務的可靠度,最後提升使用者體驗
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erial Number
IP Address
Status
Firmware Version

Radio 1

Radio 2

Radio 3

FP441KTF23000060
10.199.0.1

& Online

FP441K-v7.4 2-build5988

Band 2.4 GHz
Channel 11
Channel Utilization 23 9%
Client Count 5
Operating TX Power 20 dbm

Band 5 GHz
Channel a4
Channel Utilization 2%
Client Count 2
Operating TX Power 18 dbm

EBand

Channel

Channel Utilization
Client Count
Operating TX Power

78:18:ec:43:5fb8B
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簡報者
簡報註解
提供無線趨勢分析
頻道使用率
更可以深入單一AP作分析
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CJ Dashboard
@ Al Insights Date/Time

@ Inventory
Coverage Cut Off

= Wireless N

Access Points
Clients

Channel Summary
Applications

Location Services
Monitor

Heat Maps
Rogue APs
Map Management

Switch

Security Fabric

Logs & Reports
F::ERTINET

(07/30/2024 11:40:03

Heat Map Type [ Signal Strength v

Show Heat Map Show full AP Name
O
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簡報者
簡報註解
提供管理人員無線網路的規劃還有上線之後的無線網路熱感圖


Q@ FortiAlOps

Monitoring — Rouge APs

@ Fortiaiops

[ - E AP I%;—E%—T:E/?%FSI_ [J Dashboard

@ Al Insights

@ Inventory

= Wireless
Access Points
Clients
Channel Summary
Applications
Location Services Monitor
Heat Maps
Rogue APs
Map Management

3 Switch

@ Security Fabric

B Logs &Reports

Lo System

2,956

Fogus APz

© Q, Search filterable columns

FortiGate =
FortiGate-60E-Marty-Lab
FortiGate-60E-Marty-Lab
FGVMOD4TM24004284
FGWMO4TM24004284
FGVMOD4TM24004284

FGVMO4TM24004284

MAC Address ¢

54:39:81:89:53:9
J0:4c:a5:60:c0:h7
48:804c:2c:9d:96
Oe:dd:20:11:c4:01
24:72:60:4a:bd:d3

2c:05:477d:0b:f7

Interfering
Farti&ps

M Good

SSID = State ¥
FTNT-Visitor © Unclassifieg

Bill_ L3 © Unclassifieg

GlobalEagle MotoDVR_D%6 @ Unclassifieg

AndroidAP_7786 © Unclassified
WIFIDVR_4ABDD3 © Unclassifieg

70mai_M32300_0bf7 © Unclassifieg
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簡報者
簡報註解
藉由干擾AP的統計資料,避開干擾頻道,提升無線網路的速度


% |
azarch filterable columns

i +18 AP &% 2900 2
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Monitoring — Spectrum Analysis

 FARAIIRIRFE DT
s —IRI I TBIR

2.4GHz XHEZRS

il
H

Frequency Type
2402 WiFi, DSS5 cordless phone
2427 WiFi, DSSS cordless phone
2452 WiFi, D555 cordless phone

Diagnostics and Tools

AP Name
Serial Number
MAC Address
Status
Connected via

IP v4 Address

Performance

) FP231FTF23046473
() FP231FTF23046473
FP231FTF23046473
80:80:2c:3e:23:a8
@ Online
[ wan1
10.1.208.150

Channel Summary Clients

Interfering SSIDs

Logs

B General
m CPU Usage
37% Memory Usage
Temperature

B Radio 1-2.4GHz (CH11)

0%
o]

Spectrum Analysis

Channel Utilization
Clients
Interfering SSIDs

VLAN Probe

alysis .+

Time

Signal Interference Spectrogram

-20dBm

-100dBm
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簡報者
簡報註解
藉由無線頻譜分析,找出干擾源
不是我跟駭客任務一樣，一眼可以看出是什麼干擾源，是FortiAIOps分析出來這是家用電話的干擾


Q@ FortiAlOps
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FortiSwitch RS XELEN R BRI
FortiAP IEEAEAR =ER = ERER
SD-WAN AR 7%
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簡報者
簡報註解
讓我來說明一下FortiAIOps 背後運作的原理.以及分享幾個實際案例
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簡報者
簡報註解
我們一起來一個互動.看看AI給我們什麼樣的答案,答對者.會送出一個小禮物.
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簡報者
簡報註解
如果你是剛剛接電話的MIS,
你是不是開始要考慮以下的幾點?
再來,還記得剛剛我說過的失去生產力所賣的關子嗎?MIS接到電話之後,要花多久的時間處理嗎?去一個一個查找.甚至要去使用者的電腦上操作一番之後,才能解決問題.不花個一個小時可能處理不了.
以往要是我接到這種模棱兩可的回報,這時候我就會從口袋拿出兩個10塊.還是說.EMMA一早來沒吃飯.所以跑得很慢?
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@ Fortialops
Q3 Dashboard

¥ | 4 Add Widget

Summary

Summary

Al Insights

\ \ fL‘: EEEH
« BIBEEE R ER
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= Switch
@ Security Fabric
BY Logs &Reports.

Connected clients.

74 Wireless, 133 Switching

o System
Eb Service Assurance

Top 3 Impacted Apps

Switchj

Fi:RTINET V201

Impacted

Clients

B Wirel.. @
BWAN @
B Switch... €@

B ciens ¢ =-

SLAs

B Switch Health and Uptime @

Overall Network Health

5
8

No. of Clients
&

o
ueld Wed14  Thuls

B Impacted [ Total

Top 5 Problematic Devices
T Internet

9 FAP-441K-Living

49 FAP-433G-Office

¢ Northern AP

“» FAP-231G-Corridor

WAN

Fri16

T e

sat17

B DeviceGroup:Default @ admin- @

Last updated at00:01:3éoc Reloadin41(s) @ 1week ~

Impacted Clients Trend

No. of Clients

Feb18  Mon19  TueZ Oue 13 Wed14  Thuls
I Switching B Wireless [ WAN
Wireless
Impacted Clients: 34
Impacted Clients: 30
Impacted Clients: 24
Impacted Clients: 20

Impacted Clients: 17

B cients C

SLAs

[ FortiExtender Health
B Performance

Fri16 Sat17  Feb18

Mon 19

Devies c

SLAs

B AP Health and Uptime
[ Connection Failure

H Throughput
 Time to Connect

B Coverage

B Roaming

c060668
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簡報者
簡報註解
讓我來看看透過FortiAIOPS要花多久的時間,處理問題


g | [ T-.-.
Wed14  Thu15 Fri 16 Sat17
pacted [ Total

Top 5 Problematic Devices
S Internet

Feb 18 o

“" FAP-441K-Living
“"» FAP-433G-Office
“» Northern AP

&

—_—

@ FAP-231G-Corridor

Impacted Clients: 34
Impacted Clients: 30
Impacted Clients: 24
Impacted Clients: 20

Impacted Clients: 17
Clens



@ FortiAlOps

P B AR R 1B SRR

@ Fortilops

ERAHEER [

& Allnsights

Impacted SLAs
Impacted Devices
SLA configuration
@ Inventory
7 Wireless
= Switch
& Security Fabric
B Logs &Reports
Lo System

B Service Assurance

FZERTINET

’ Throug

v2.0.1

Wirelg

@ Vie

MACA

00:09:fh
40:d6:3¢
d0:c0:bf

cO:Ob:cC{

d0:c0:bf
d0:cO:bf

Topology of 6B00-001131039
Throughput =

Impacted Classifiers Impacted Sub Classifiers

- e

Details

© Q Searchfilterable columns

Date/Time ¢ Hostname & A.%

2024/08/06 10:10:06  6B00-001131039  AP-02

SSID %

e

Radio Type ¢

FortiGate-601E

Sub Classifier

Device Group: Default @ admin - @
X

Timerange :1day

Q
Q
0

‘/(M) AP-02

Q

Signal Str... TxRate % Rx Rate & Station MA.

24GHz802.11ac-2G  Asymmetric DataRates g7 4gm 4800Mbps  600Mbps  c0:06:¢3:91

Close

e ———
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@ FortiAlOps

P B AR R 1B SRR

N FortiAlOps
o *l‘J } ] AI j:% 1#\5 ﬁﬁ 7£ CJ Dashboard A ‘ Problemi Topology Coverage Logs

Summary APsa | Covers  Diagnostics  APStats  APlogs  Neighbour AP WIFI Clients nterfe
Al Insights

Impacte
Impact; AP Info

Service Assurance - ‘ Coverag
Connected clientg ] i

# Al Insights Name FP231FTF23046473

12 Wireless, 154 b

@ Inventory Covel Serial FP231FTF23046473

7 Wireless = Cove Mac Address 80:80:2¢:3e:23:a8

73 Switch IP Address 10.1.208.150
@ Security Fabric

& Logs&Reports Details

Status Online

Version FP231F-v7.2-build0365
La System View L ) y
e FortiGate Hostname FortiGate-60E-Marty-Lab
@ Service Assurance

Date/ | UpTime 2 days, 6 hours, 44 minutes, 36 seconds
2024/08

2024/08

Issue Diagnostics

Issue Cause s Clients with poor signal have connected due to lesser AP coverage

No. of Clients

* Review AP's Tx Power settings
* Provision new APs in the neighborhood of current AP

W Switching W
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* Review AP's Tx Power settings

* Provision new APs in the neighborhood of current AP



簡報者
簡報註解
三分鐘護一生,FortiAIOps不用三分鐘.就可以找出原因,提供解決方法
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簡報者
簡報註解
我們一起來一個互動.看看AI給我們什麼樣的答案,答對者.會送出一個小禮物.
請問各位.有沒有遇過只要使用線上開會.就會卡卡的.語音lag 畫面破碎. 你們覺得是太多人連的關係.還是無線網路干擾.對外頻寬問題?

結果問題根本不是在無線,結果是有線網路線問題


& FortiAlOps

o 8 AR A IS B

Topology of FAP431F-10
AP Health and Uptime -

BB Al HIE R R ————,

tokyo-wic-01 )

FAP431F-10

-
Date/Time FortiSwitch Name $ Issue Cause List ¢ Remedies ¢ Classifier

O 2024/08/27 21:25:58 ©Poor Uplink Connectivity between AP and FortiGate - @Check if the Ethernet connection between FortiAP an AP Down

N
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Issue Cause List &

©Poor Uplink Connectivity between AP and FortiGate -...




& FortiAlOps

o 8 AR A IS B

AP Details

Diagnostics Stat: Wi-Fi Clients Interfering APs

Issue Diagnostics

N4

« X FH Al TR A2

Issue

ol * Poor Uplink Connectivity between AP and FortiGate - likely, poor bandwidth, congestion/latency issues

Check if the Ethernet connection between FortiAP and FortiGate has any network congestion/packet-loss/latency. Review echo-interval and max-retransmit settings of
Remedy wireless-controller timers and global configuration respectively, check if the values are too small for the current network and update appropriately. Also, check
compatibility of FortiGate and FortiAP firmware and upgrade the AP if necessary.
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Issue Diagnostics

I“?'Ll'-e o Poor Uplink Connectivity between AP and FortiGate - likely, poor bandwidth, congestion/latency issues
dllS

t-loss/latency. Review echo-interval and max-retransmit settings of
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e

ﬁEAPET% s BRI ERRERERIES
HElEK - AP BiTdlzsBgiE 2 S UL -



簡報者
簡報註解
檢查AP與控制器之間的交換器連線速率是否正常，有沒有封包遺失，AP與控制器間的韌體是否匹配


如果當時有FortiAIOps,馬上就可以找到問題.解決掉了!!



)
@ FortiAlOps

i Al / 2R B2 B RAZ 2 A

=+ 455 BE

OHEEE
B | EREE
 RERE TR

@ETI T
o HEAR A IS B 7S A oo
- HAR IR AR D AT
o HEAR AL ENE E]
. AR 4% on BRI E
- (REN BN B G B Br it

IINWE

- S RE F ET B ) 45
- BE SR

SD-WAN 7 FortiSwitch

FortiAlOps

FortiExtender : FortiAP
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簡報者
簡報註解
最後總結FortiAIOps帶來的效益.
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FortiAl Demo

o > ORnbert -

FortiAl » O B x

S22 FortiAnalyzer 7.6 =

@ Hello! | found an incident related to the issue you mentioned.

©  Hi admin, what can | do for you?
This incident INOOOO0011 involves the file backup server at IP address 172.16.88.23, categorized as

"Malicious Code" with a high severity level. The reported issue is that the server is running slow.

Would you like to check more details about this particular endpoint? | can provide additional
information and offer a FortiAnalyzer playbook via FortiClient EMS connector for further investigation.

Note: Ensure that the FortiClient EMS connector is properly configured for seamless integration.

,3:12%' AR T —(EEL L RIEEREIRY Server 44
BEZEH (4858IN00000011) 5K IP=172.16.88.23 BIM
#F{E{ﬁ Server, %88 [E&5{XiE Mailicous Code] ,
E%?&Z%‘““EIE
> WWERHEREIEE, 1E(E Backup Server EfT4EIE,
> B2 BEEAI Server HNEZFEEE?
> FATLURHEZ(ER o InEiB FortiClient EMS E#£2812 O
fit FortiAnalyzer EENE(FLUE—LHREILLSH

&
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FortiAl Demo

0 Retrieve incident
for slow server

58 rormidnalen 7.6 = o s °Robert -

FortiAl OB x

» Server ZHEHTES - &

&mr IP Pmcess CPU usage Hi there, please retrieve the incident for the slow server. e

ol Found r It et et ed fo the foeue e el tlonss!

Hi admin, what can | do for you?

172.16.88.23 QCLOLC b= 0 This incident INOOO00011 involves the file backup server at IP address 172.16.88.23, categorized as
"Malicious Code" with a high severity level. The reported issue is that the server is running slow.

S'Z \ E@ﬁ,_%@mrﬁﬁ EEETLEIlEHaEA ﬁﬁ{lﬁﬁﬁ Would you like to check more details about this particular endpoint? | can provide additional
» {q:ﬁ{;] Server (1 721 68823} 17 H igy N information and offer a FortiAnalyzer playbook via FortiClient EMS connector for further investigation.
i 98% Eg CPU gﬂﬁ Note: Ensure that the FortiClient EMS connector is properly configured for seamless integration.

¥» Process Details:
PID | 2% | CPU A% | (A& EHiHRRE | aSEE EE P

admin

5678 apache 12% www-data  1/1\E¥45%  /usr/sbin/apache2

9876 sshd 5% root ANEF15%  Jusr/sbin/sshd

> BT gcloud 24, EAbEFRN apache, sshd FBirl: Server HiEfT

> {E:%(EM FortiGuard #l VirusTotal ¥§
IP=136.243.90.99 E{Tit—Eine |
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0 Retrieve incident
for slow server

O Run FortiClient playbook

FortiAl Demo

£I2 FortiAnalyze

d

FortiGuard Alert:

> BE: PIZEEI(Monero), INES

>>%%:ﬁﬁ$%ﬁﬁﬁ§ﬁ

> BRI . ERNAIERS - Bz - BERIR-ERE

EHETEL . EE'HH’EHE%Z BEIRE ... 55 -

9523077 - 7 TESRH) TCP/80 I TCP/443 e[ HfE

RiBEZHIERE -

> BEERER: & Server 172.16.88.23 LY
B{EEIEnsE2 AR FIZER (Monero) IES#HZ

TEFESVFT SN,

sEZME R EPEREVSRIanE, LIRS
TERE.

S, IBiERE

A\

—iE{ERY

FortiAl

%

Ask a

Performance Overview:

igation.
amless integration.
Yes, please run the FortiClient playbook. 9

Server Process CPU Usage

172168823 acloud 98%

The file b ckup server (172.16.88.23) is exp

cccccccc ing 98% of the CPU.

s Details:
Process CPU
PID  Name Usage User
1234 qcloud 98% admin
5678  apache 12% www-
dat:
9876  sshd 5% root

In addition to ‘qcloud; other processes like ‘a

Recommendations:
Further checks on the IP 136.243.90.99

Investigate 136.243.9099

question or request to start analyzing cybersecu

to talk to Advisor

eriencing slowdowns, primarily due to the 'qcloud’ process

Time

Running Command Path Connection IP
2h 30m Jusr/local/bin/qcloud  136.243.90.99
1h45m Jusr/sbin/apache2

4h 15m Jusr/sbin/sshd

pache, 'sshd etc, are also running on the server.

using FortiGuard and VirusTotal are recommended.

Quarantine Endpoint by EMS

rity data from FortiAnalyzer

© Fortinet Inc. All Rights Reserved.
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0 Retrieve incident
for slow server

& Run FortiClient playbook

@& Investigate public IP address

FortiAl Demo

S5 FortiAnalyzer 7.6 =

B -
> =ENAE IP EREERIEZINPER IP (136.243.90.99):

KR IP BRI B
10.3.15.254 2570
277810

172.16.88.23
172.16.115.11 467D

> FortiAnalyzer EE#BIH=2N4 IP EFEZRZE
= IP, HPEEERIETEEEEFEIEMERN
172.16.88.23 (f&% Backup Server.),

> EERELL L= IP LIFDBERE
> f#E FortiAnalyzer Threat Hunting (Bi& &)
AERBRIES 1IP=136.243.90.99 HESHS.

© > °Robert -

FortiAl OB x

mmmmmmmmmm

44444

In addition to ‘qcloud: other processes like 'apache, ‘sshd; etc, are also running on the server.

Recommendations:
Further checks on the IP 136.243.90.99 using FortiGuard and VirusTotal are recommended.

Sounds good. Please investigate this public IP address. e

& Forticuard Alert

* Threat: Monero.Cryptocurrency.Miner

rotocol, Client-server, Peer-to-peer, Cloud-based,

xcessive bandwidth usage on default ports TCP/80 and TCP/443.

Potential consequence: Server slowness on 172.16.88.23 may be due to a Monero cryptocurrency
miner.

Immediate liation steps are strongly r to address and eliminate this potential

Credit: FortiGuard - Application Control Signature

Ask a question or request to start analyzing cybersecurity data from FortiAnalyzer

to talk to Advisor
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FortiAl Demo

Retrieve incident
for slow server

Run FortiClient playbook S ® > @ -

® | [Edt] FortiAl » O & x
BB Total Devices 16T Devices ies involved: B based, N k-pr ol, Cli . Pe peer, Cloud-based,
Mobile-device.
a @ 9,100 493 8234 | 866 @ 3,900 301
m TG B et | Ui lcalloTDevicesHINNewIeliDevices Observed behavior: Excessive bandwidth usage on default ports TCP/80 and TCP/443.
I nvesti ate b I i C I P ad d reSS Device Category IoTiVendors Potential consequence: Server slowness on 172.16.88.23 may be due to a Monero cryptocurrency
gate pu a I I
M Network W Samsun; 4
A W Server mHP Recommendations:
mioT 5 W Pefecon
=] ‘ o W office i ol Immediate remediation steps are strongly to address and eliminate this potential
B Mobile i
security threat.
& B Unidentified “ e
Search for IP addresses Gt x-St ol St

O & O O

Con neCting to mal iCiOUS IP Vulnerable Devices by Vendor Security Rating Risk Score Please search for any other IP addresses connecting to the same malicious IP. e
“ = “\ = i & Investigation Result:
. 23 =L h 145 g Sources attempting to connect to malicious IP (136.243.90.99):
> FR - HERRE EUFRERE IP (136.243.90.99 ) B9 — o
FortiAnalyzer Threat Huntlng BENREHR - s
> IEBERFF EIERAR/E BT - e S e A B e e
> EiE e A Th reat Hunting BI B 1585 - o] IShERHE e
ﬁﬁ- ﬁ @ 2 :': E /( ey L,\ I P E/J = “‘E 1 ; = ° : Icr:jz:ifizuarlie]f:;:;ﬁi:f:;c?:om information on 136.243.90.99.
> EBEERRRAAERPIAREIR  WERARIAREEE |
MEASEREREAS . B
> BATUESENFRE—TEL - EERERRED !

pi
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FortiAl Demo

Retrieve incident
for slow server

20245F3H7H :

» 23:15:39, 10.100.55.254 £/ SSH &
F “root” IREEREA - WHEAMIS -

20245%3A5H

» 16:24:55, 10.100.55.254 Z R “root” E7 & AKH -

> BEZSREMRRERW - i FERDWESHE -

> BEENEAIBREIERER -

20245%F2H2H

> 18:12:22, 10.100.55.254 ZE#E H P “root” ARG E
A g AKRR -

> U EEE “root” IREPHRENIEERINESH
> BiESTEMIRPEERIE  THE—DREE -

> MRFBEBE—DHEN - BROILIFERIE
Logview EITRARE - S EMSES ?

Run FortiClient playbook
- B H

Investigate public IP address

Search for IP addresses
connecting to malicious IP

Load Threat Hunting Page

& > @) rovert -
ortiAl OB x

Immediate
security threat.

iation steps are strongly to address and eliminate this potential

Credit: FortiGuard - Application Control Signature

Please search for any other IP addresses connecting to the same malicious IP. g

Investigation Result:

Sources attempting to connect to malicious IP (136.243.90.99):

Source IP Session Durati ion

The FortiAnalyzer API query has identified multiple sources attempting to connect to the malicious IP,
notably, the server at IP address 172.16.88.23, currently experiencing slowness, is among them.

eeeeeeee dations:

* Investigate source IPs for potential threats.
* Check FortiAnalyzer Threat Hunting for more information on 136.243.90.99.

Please load the threat hunting p:

re, I've redirected you to the FortiAnalyzer Threat Hunting page with a focus on the
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FortiAl Demo

ACTION

0 Retrieve incident
for slow server

FortiAnalyzer 7.6 = o > 'Robert -

Q Run FortiClient playbook

@  AllDevicesv @ Last 1 Dayv 2024-03-19 16:57:14 - 2024-03-20 16:57:14 Bl 0O x

& Destination IP=136.243.90.99 X | © x Q
Thank you. Please search for abnormal login activity related to these source IP addresses.
B M Log Count
m 600,000 ©  veinvestigated the login events related to source IP 172.16.88.23 from the Threat Hunting list.
. . Here's a detailed summary of the login attempts:
Investigate public IP address @ o
** March 7, 2024:**
(2] 200,000
* User "root” successfully logged in via SSH at 23:15:39 from IP 10.100.5.254.

=] 0 « The password was accepted.
“ 10/2024, 10:04:48 AM 3/13/2024, 10:33:36 PM  3/15/2024, 6:14:24 AM  3/18/2024, 8:09:36 AM  3/21/2024, 4:48:00 AM  3/24/2024, 1:26:24 AM  3/27/2024, 3:21:36 AM  3/8/2024, 12:00:00 AM

Search for |P add resses Threat Action (1) + Add to Hunting | | © View Log p— Sl

* Multiple login attempts for user "root" at 16:24:55, originating from IP 10.100.55.254.
Threat Pattern (1) # Source IP Count Sent (bytes) = Session Duration .

COI"] neCti n g to mal iCi OUS I P e ‘ * Password authentication failures occurred, suggesting a potential brute force attempt.
1172168823 193 (82%) — 315 KB 24s

+ Subsequent login attempts show failed passwords, a session opening, and closing events.
ghrE=Clpetd 2 10315254 22(10%) == 315KB 2m 8s

File Hash (0 ** March 3, 2024:**
et ) 3 1721611511 18 (8%) ™ 315KB prs

File Name (0) * Failed password attempts for user "root" at 03:53:11 from IP 10.100.55.254.

Load Threat Hunting Page > 837 % A B3 log Elﬂ%é‘i%ﬁqi**ﬁ,,,j]ﬁ&ﬁ@li% e

* Failed password attempt for user "root" at 18:12:22 from IP 10.100.55.254.
QEB Eq 1% 193 1 HE *ﬂl{ 3% ﬁ T ? B
I Eg >
1?/ v 'I:E .
Based on the repeated failed password attempts within a short time frame, especially on March 5th, it
_IJ:I__, 1 } J//A Ej] :& % |J *D ﬁ ;1 \EE E E /\J = 2\ E—ll% ﬁ suggests a potential brute force attack on the "root" account. It's advisable to investigate further,
5E B . ’ 3 ) P
Fﬁ' p I=] ﬁ EE PRk implement account lockout policies, and consider additional security measures to mitigate the risk of

unauthorized access. Monitoring for similar patters and implementing intrusion detection systems

= ERBRE T EERHERE LRERRRE

If you'd like to explore these login attempts in more detail, | can take you to the Logview for a closer

gu % I/LI‘: EEI E¢ E E/J jFE‘ j: *E % 7 L 3 E/\J _I_ﬂj% Ej] s E% |Z\ Hj_ p@ Fﬁ examination. Would you like to proceed? .
S (0 HE B S 4ok B e (g kS p EREE |, | 6 e (] BE 08 s T
n I-‘ﬂ . : to talk to Advisor
5 3L z Hk i °

& .
. :

Search for abnormal
login activity

O & O

VVVYVYY
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FortiAl Demo

INVESTIGATE

® > °Rabert -

FortiAnalyzer 7.6

@ Al Devices¥ @ Last1Dayv 2024-03-19 16:58:55 - 2024-03-20 16:58:55 PO Al o x
8 msg~sshd and host_ip=172.16.88.23 x Q * Authentication failures occurred.
B # Date/Time  EventSeverit EventMessage Host IP Host Name User Name I * March 2, 2024:+*
M 1 030718194 Mar 7 23:15:39 backup-server sshd[14814]: pam_unix(sshd:session): session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe ’
* Failed password attempt for user "root" at 18:12:22 from IP 10.100.55.254.
@ 2 | 007181 Mar 7 23:15:39 backup-server sshd[14814]: Accepted password for oot from 10.100.55.254 port 58498 ssh2 172.16.88.... | File Backup Server | John Doe + Athentication failure
3 | 03-0514:09:4 Mar 5 19:05:10 backup-server sshd[3668]: pam_unix(sshd:session): session closed for user root 172.16.88.... | File Backup Server | John Doe
(] Based on the repeated failed password attempts within a short time frame, especially on March Sth, it
4 | 03-0514:09:4 Mar 5 19:05:10 backup-server sshd[3668]: Disconnected from 10.100.55.254 port 33406, 172.16.88.... | File Backup Server | John Doe suggests a potential brute force attack on the "root” account. It's advisable to investigate further,
B 5 030511261 Mar 5 16:24:55 backup-server sshd[3668]: pam_unix(sshd:session): session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe (et L e Tl st e T s i i AL b s R
unauthorized access. Monitoring for similar patterns and implementing intrusion detection systems
& 6 03-0511:26:1 @ Mar 5 16:24:55 backup-server sshd[3668]: Accepted password for root from 10.100.55.254 port 33406 ssh2 172.16.88.... | File Backup Server | John Doe can help enhance security.
7 | 03-0511:26:1 m Mar 5 16:24:48 backup-server sshd[3668]: Failed password for root from 10.100.55.254 port 33406 ssh2 172.16.88.... | File Backup Server | John Doe I ven e o e Tore el a A ae e 0 ore el Car, s ot the Lo et oo ooer
8 | 03-0511:26:1 Mar 5 16:24:45 backup-server sshd[3668]: Failed password for root from 10.100.55.254 port 33406 ssh2 172.16.88.... | File Backup Server | John Doe examination. Would you like to proceed?
9 03-0511:26:1 @D Mar 5 16:24:43 backup-server sshd[3668]: pam_uni ication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=... | 172.16.88.... | File Backup Server | John Doe
2 Sure, please proceed.
10 | 03-05 11:26:1 Mar 5 16:24:40 backup-server sshd[3562]: pam_unix(sshd:session): session closed for user root 172.16.88....  File Backup Server | John Doe
11 03-0511:26:1 @ Mar 5 16:24:40 backup-server sshd[3562]: Disconnected from 10.100.55.254 port 59990 172.16.88.... | File Backup Server | John Doe SN To - carmine the Lintix server 1oginllogs forwatded t ForAnaly2er by FortiClient apply the following
filter in FortiAnalyzer LogView:

* Filter: msg~"sshd" and host_ip=172.16.88.23
@ Sure thing! Before | do the handoff, do you want to block the IP on Fortigate to the Cryptominer T iter il dspaylogs containing the keyword s alowingyou o focus speifcaly on SSH-
server (136.243.90.99:8080) and quarantine all infected hosts? R

Considering the potential brute force attempt identified in the login logs, it is recommended to
perform a vulnerability scan on the affected Linux server. This scan can help identify and address
potential security weaknesses.

) E 7 \ l u I Please initiate a vulnerability scan on the Linux server using your preferred scanning tool or platform. If

you need assistance with specific scanning procedures or recommendations, feel free to ask.
S \ —_ 1 — = E
> AN ﬁ J ' =] F t G t Remember to prioritize the implementation of security measures based on the scan resuits to enhance
ERETERRR A, RS ortiGate
AT A :
L]
212452l Cryptominer ( 1 36.243.90.99.8080)
Egﬁﬁﬁ* ﬁ BE Eﬁﬁﬁﬁmgtﬂ Hg W ﬂBE% 7 Ask a question or request to start analyzing cybersecurity data from FortiAnalyzer
I HE I WJ 2 =] o to talk to Advisor
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INVESTIGATE

Reassign incident
to forensics team

FortiAl Demo

FortiAnalyzer 7.6 =

eI TLATESE:
1. FtEIMEREE IP EEITA:
> HATEEMUIA [Block IP] LARBLEEAETEE [qcloud]
EFRREEIZ=E IP (73 136.243.90.99 (IZHEFH),

2. [RREE= R
%Q?%M’%ﬂéﬁi [Quarantine Hosts| LAMRRESZAIREE
ki
10.3.15.254

172.16.88.23 (SU{HA8 D EHY)
172.16.1.11

B L e B A T R S AR I B HARI R R0 S
TRE.

FortiAl

€ robert -

OB x

= AULIENUCAUON aNure.

Based on the repeated failed password attempts within a short time frame, especially on March 5th, it
suggests a potential brute force attack on the "root" account. It's advisable to investigate further,
implement account lockout policies, and consider additional security measures to mitigate the risk of
unauthorized access. Monitoring for similar patterns and implementing intrusion detection systems
can help enhance security.

If you'd like to explore these login attempts in more detail, | can take you to the Logview for a closer
examination. Would you like to proceed?

Sure, please proceed. Q

To examine the Linux server login logs forwarded to FortiAnalyzer by FortiClient, apply the following
filter in FortiAnalyzer LogView:

* Filter: msg~"sshd" and host_ip=172.16.88.23

This filter will display logs containing the keyword "sshd" allowing you to focus specifically on SSH-
related activities.

Considering the potential brute force attempt identified in the login logs, it is recommended to
perform a vulnerability scan on the affected Linux server. This scan can help identify and address
potential security weaknesses.

Please initiate a vulnerability scan on the Linux server using your preferred scanning tool or platform. If
you need assistance with specific scanning procedures or recommendations, feel free to ask.

Remember to prioritize the implementation of security measures based on the scan results to enhance

the server's overall security posture.
Please reassign the incident to the forensics team. Q

Sure thing! Before | do the handoff, do you want to block the IP on Fortigate to the Cryptominer
server (136.243.90.99:8080) and quarantine all infected hosts?

Yes

Ask a question or request to start analyzing cybersecurity data from FortiAnalyzer

to talk to Advisor

9
k
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INVESTIGATE

Reassign incident
to forensics team

Q Block malicious IP address

FortiAl Demo

2 FortiAnalyzer 7.6

FortiAl

B8, BECREBEETUUTSEMHRERIRE, BBIRE

AR S RS ?

0% 37

© > @) rovert -
“ O H x

related activities.

Considering the potential brute force attempt identified in the login logs, it is recommended to
perform a vulnerability scan on the affected Linux server. This scan can help identify and address
potential security weaknesses.

Please initiate a vulnerability scan on the Linux server using your preferred scanning tool or platform. If
You need assistance with specific scanning procedures or recommendations, feel free to ask.

Remember to prioritize the implementation of security measures based on the scan results to enhance
the server's overall security posture.

Please reassign the incident to the forensics team. 9

Sure thing! Before | do the handoff, do you want to block the IP on Fortigate to the Cryptominer
server (136.243.90.99:8080) and quarantine all infected hosts?

Good idea. Please go ahead. e

1 have successfully executed the following actions:

1. Blocking IP:
* The playbook "Block_IP" was executed to block the IP address 136.243.90.99, which was
associated with the suspicious "qcloud” process.
2. Quarantining Hosts:
* The playbook "Quarantine_Hosts" was executed to quarantine the endpoints affected by the
suspicious activity. The following hosts were quarantined:
* 10.3.15.254
* 172.16.88.23
. 17216111

These measures aim to enhance the security posture and mitigate potential threats identified during
the investigation.

Generate Report For Incident

Ask a question o request to start analyzing cybersecurity data from FortiAnalyzer

to talk to Advisor

© Fortinet Inc. All Rights Reserved.
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FortiAl Demo

INVESTIGATE

Reassign incident
to forensics team

FortiAnalyzer 7.6 = ° s ORahert -

Block malicious IP address

FortiAl OB x

Timelit mmary

G Alright, I've downloaded the report to your device. Would you like me to send this report to -
Generate a report Information Security Officers for further review and action? T T

sicious actvity indicative of potenti

for the incident

> 479, ﬁEﬁﬁiFﬁﬂ@m TR pm—
>@f%ﬁ%%ﬁiﬁ BENBRMERE", LptE—tn | [
AR IS ?

11 | 03-0511:26:1 Mar 5 16:24:40 backup-server sshd[3562]: Disconnected from 10.100.55.254 port 59990 172.16.88.... | File Backup Server | John Doe b e

12 | 03-0511:26:1 GHGHHGHED  Mar 5 16:24:09 backup-server sshd[3562]: pam_unix(sshd:session): session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe L s st

13 | 03-0511:26: 3HOR) | Mar 5 16:24:09 backup-server sshd[3562]: Accepted password for root from 10.100.55.254 port 59990 ssh2 172.16.88.... | File Backup Server | John Doe . n"‘” R

14 03-05 11:26:1 GARMERERD  Mar 5 16:24:02 backup-server sshd[3562]: Failed password for root from 10.100.55.254 port 59990 ssh2 172.16.88.... | File Backup Server | John Doe AR R P SR

15 | 03-0511:26:1 @feMmatON | Mar 5 16:23:59 backup-server sshd[3562]: Failed password for root from 10.100.55.254 port 59990 ssh2 172.16.88.... | File Backup Server | John Doe

16 | 03-05 11:26:1 (D Mar 5 16:23:57 backup-server sshd[3562]: pam_uni ication failure; logname= uid=0 euid=0 tty=ssh ruser=rhost=... | 172.16.88.... | File Backup Server | John Doe

17 | 03-0511:26:1 - Mar 5 16:23:52 backup-server sshd[3542]: PAM 2 more authentication failures; logname= uid=0 euid=0 tty=ssh ruser= rhost=10.100.... | 172.16.88.... | File Backup Server | John Doe

18 | 03-0511:26:1 D Mar 5 16:23:52 backup-server sshd[3542]: Connection closed by 10.100.55.254 port 59576 [preauth] 172.16.88.... | File Backup Server | John Doe o b i for e
19 | 03-0511:26:1 @fommation) | Mar 5 16:23:52 backup-server sshd[3542]: Failed password for root from 10.100.55.254 port 59576 ssh2 172.16.88.... | File Backup Server | John Doe

20 | 03-05 11:26:1 (iferamatic Mar 5 16:23:49 backup-server sshd[3542]: Failed password for oot from 10.100.55.254 port 59576 ssh2 172.16.88.... | File Backup Server | John Doe Coafata ety o i OV
21 | 03-0511:26:1 @ Mar 5 16:23:45 backup-server sshd[3542]: Failed password for oot from 10.100.55.254 port 59576 ssh2 172.16.88.... | File Backup Server | John Doe 2 e cautonary messures: patch managermen, e

a Mar 5 16:23:43 backup-server sshd[3542]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=... | 172.16.88.... | File Backup Server | John Doe
23 Mar 5 16:23:31 backup-server sshd[3418]: pam_unix(sshd:session): session closed for user root 172.16.88.... | File Backup Server | John Doe Download
24 | 03-05 11:26:1 @nfe Mar 5 16:23:31 backup-server sshd[3418]: Disconnected from 10.100.55.254 port 57796 172.16.88.... | File Backup Server | John Doe

Ask a question or request to start analyzing cybersecurity data from FortiAnalyzer

25 | 03-05 11:26:1 G Mar 5 16:22:49 backup-server sshd[3418]: pam_unix(sshd:session): session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe )
Hold to talk to Advisor
26 | 03-0511:26:1 GRMMARGN) | Mar 5 16:22:49 backup-server sshd[3418]: Accepted password for root from 10.100.55.254 port 57796 ssh2 172.16.88... | File Backup Server | John Doe
I -
0% 37 £
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FortiAl Demo

INVESTIGATE

0 Reassign incident
to forensics team

FortiAnalyzer 7.6 = o > okahert -

FortiAl OB x

Block malicious IP address

@ The incident summary report has been successfully sent to the Chief Information Security Officer

(CISO) using the designated output profile. The email includes detailed information regarding the
Generate a report endpoint slowness incident, along with recommended actions and future recommendations. If there
for the incident are any further inquiries or updates required, please don't hesitate to let me know.

Download a Copy Of the > ltl:%#?fﬁﬁgﬁ%e}ﬁlb E'Ma|l L%E%ﬁié?%(CISO)o

report to computer N .
> & E-Mail AR SBEIEREHARHE(ERIESHR
HHEN, PARE TRYEEENEFIRIRRERIESR.

> NREHTE—LHIFK, FhERSHREK.

O & O

19 | 03-05 11:26:1 GRHHMGHER) = Mar 5 16:23:52 backup-server sshd[3542]: Failed password for root from 10.100.55.254 port 59576 ssh2 172.1688.... | File Backup Server  John Doe R e 6
20 | 03-0511:26:1 @HGHRAHBD)  Mar 5 16:23:49 backup-server sshd[35421: Failed password for root from 10.100.55.254 port 59576 ssh2 172.16.88.... | File Backup Server | John Doe

’
21 | 03-0511:26:1 GAGHMAEGN)  Mar 5 16:23:45 backup-server sshd[3542]: Failed password for root from 10.100.55.254 port 59576 ssh2 172.16.88.... | File Backup Server | John Doe @ Alight, Ive downloaded the report to your device. Would you fike me to send this report to

Information Security Officers for further review and action?

2 Mar 5 16:23:43 backup-server sshd[3542): pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=... | 172.16.88.... | File Backup Server | John Doe

23 | 03-0511:26:1 Mar 5 16:23:31 backup-server sshd[3418]: pam_unix(sshd:session): session closed for user root 172.16.88.... | File Backup Server | John Doe Email report | Update incident

24 | 03-05 11:26:1 Mar 5 16:23:31 backup-server sshd[3418]: Disconnected from 10.100.55.254 port 57796 172.16.88.... | File Backup Server | John Doe

Ask a question or request to start analyzing cybersecurity data from FortiAnalyzer
25 | 03-05 11:2 Mar 5 16:22:49 backup-server sshd[3418]: pam_unix(sshd:session): session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe )
Hold to talk to Advisor

26 | 03-05 11:26:1 (RN Mar 5 16:22:49 backup-server sshd[3418]: Accepted password for root from 10.100.55.254 port 57796 ssh2 172.16.88.... | File Backup Server | John Doe

" 0 p
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INVESTIGATE

Reassign incident
to forensics team

@ Understood. I've updated the incident with a new comment summarizing the issue.

BBEY, REEEH 7 FHATIIEEETERESR

@ Block malicious IP address ® > @
@  AllDevicesv @ Last1Dayv 2024-03-19 17:02:19 - 2024-03-20 17:02:19 okl WOB x
2 nsg~sshd and host_ip=172.16.88.23 x Q
B # Date/Time  EventSeverit EventMessage Host IP Host Name User Name E Actions Taker
0 Gen e rate are p 0 rt M 1 030718192 Mar 7 23:15:39 backup-server sshd[14814]: pam_unix(sshd:session): session opened for user root by {uid=0) 172.1688... | File Backup Server | John Doe e
. . @ 2 | 030718194 Mar 7 23:15:39 backup-server sshd[14814]: Accepted password for oot from 10.100.55.254 port 58498 ssh2 172.16.88.... | File Backup Server | John Doe o e
for' th e | n Cl d e nt B 3 | 03-0514:09:4 Mar 5 19:05:10 backup-server sshd[3668]: pam_unix(sshd:session): session closed for user root 172.16.88.... | File Backup Server | John Doe = ”‘ “ e ’ . ’ ’
4 03-0514:09: ( Mar 5 19:05:10 backup-server sshd[3668]: Disconnected from 10.100.55.254 port 33406 172.1688.... | File Backup Server | John Doe e 2 bbb
B 5 030511261 Mar 5 16:24:55 backup-server sshd[3668]: pam_unix(sshd:session: session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe Lo e
# 6 030511261 Mar 5 16:24:55 backup-server sshd[3668]: Accepted password for root from 10.100.55.254 port 33406 ssh2 172.16.88.... | File Backup Server | John Doe
DOWn I Oad a co py Of the 7 03-0511:26:1 Mar 5 16:24:48 backup-server sshd[3668]: Failed password for root from 10.100.55.254 port 33406 ssh2 172.16.88.... | File Backup Server | John Doe
8 | 0305112611 Mar 5 16:24:45 backup-server sshd[3668]: Failed password for root from 10.100.55.254 port 33406 ssh2 172.1688... | File Backup Server | John Doe s
re port to com p Ute r 9 03-0511:26:1 Mar 5 16:24:43 backup-server sshd[3668]: pam_uni ication failure; lognames= Uid=0 euid=0 tty=ssh ruser= thost=... 172.16.88.... | File Backup Server | John Doe et o s s e
10 | 03-05 11:26:1 @i Mar 5 16:24:40 backup-server sshd[3562}: pam_unix(sshd:session): session closed for user root 172.16.88.... | File Backup Server  John Doe T
11 | 03-0511:26:1 Mar 5 16:24:40 backup-server sshd[3562]: Disconnected from 10.100.55.254 port 59990 172.1688... | File Backup Server | John Doe e
Email a COpy Of the report to 12 Mar 5 16:24:09 backup-server sshd[3562]: pam_unix(sshd:session): session opened for user root by (uid=0) 172.16.88.... | File Backup Server | John Doe ted cautionary measur management, et
c D 13 Mar 5 16:24:09 backup-server sshd[3562]: Accepted password for root from 10.100.55.254 port 59990 ssh2 172.16.88.... | File Backup Server | John Doe
‘th (2) C I SO 14 | 03-0511:26:1 GAGHAAREN) | Mar 5 16:24:02 backup-server sshd[3562]: Failed password for root from 10.100.55.254 port 59990 ssh2 172.1688... | File Backup Server | John Doe Yes, please download it to my computer. @
15 | 03-0511:26:1 (HERMGEON) | Mar 5 16:23:59 backup-server sshd[3562]: Failed password for root from 10.100.55.254 port 59990 ssh2 172.16.88.... | File Backup Server | John Doe
©  Airight, I've downloaded the report to your device. Would you like e to send this report to
e Information Security Officers for further review and action?

Please also email a copy of the report to the CISO.

The incident summary report has been successfully sent to the Chief Information Security Officer
(CISO) using the designated output profile. The email includes detailed information regarding the
endpoint slowness incident, along with recommended actions and future recommendations. If there
are any further inquiries or updates required, please don't hesitate to let me know.

Update incident.
Ask a question or request to start analyzing cybersecurity data from FortiAnalyzer

to talk to Advisor

03 7
w
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