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F5 ADC 3.0 IS E =]

Console

Anywhere
capabilities

Intelligence

Global network

P

N}

%

FEFRTS & BIREHE

i
Is]
op

AT EZEE

ADC 3.0

ERRERN

Application availability &
resilience

Application performance &
scalability

Application observability &
insights

ZERELENERE

Hybrid multicloud security

- Secure service to service

connectivity

Hybrid multicloud network
management

- Application migration

SEEES
Zero Trust access

Identity federation

Encrypted threat detection
& prevention

Privileged access

FEREREAPIZE

Zero-day vulnerability
mitigation

Bot management

DDoS mitigation

Full lifecycle API security

AERARXNEZ S

- Al application security,

optimization, & scaling

Distributed Al workload
orchestration

LLM application security

Scale & resiliency: 13+ Tbps capacity, Top 10 peered network

Compliance: SOC 2 Type Il, PCI DSS, ISO 27001, GDPR
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Product families
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RREFSEEREE S Al FER

Proportion of Al applications

~80%

50%+

18%

2024 2025 2026 2027 2028 2029 2030

Source: IDC, Gartner, and F5 Corporate Strategy
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Al EFHTEEZE

Prompt

SEMHYE RS

Prompt

»
»

5.

Response
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A

»
»

Response

(

Inference

o
o 40

« OEERDBERDPOEIRIRE
- OEERATEERGERSEEES

Al I & FB
(Application Front-end)

0 ABEGESEE
®°®  (Large Language Model)

\/
1\

- O\ A LR - BEMRBERPLO
ImF a3 BNARTE (as-a-service) J5 T It

- OEEFHAIA LLM SiARESR (10
OpenAl * Claude %)

- BHAMRASFEIREIEOE SRR

(0,N)
o h.d.l MISTRAL

M

. ChatGPT Gerﬁ|n|
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Al

r=11] 4

B EE Y Al FEFRZE4E

Al

Augmented prompt -
" > LLM °°-._ : o
(e
) [ Inference
Response Response

Context Il Prompt
[ Retrieval ]

I Vector search

Vector Embeddi Storage Enterprise
<«—> mbeddin <« .
database g database repositories

Retrieval-Augmented Generation (RAG)
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of.";o LLM E &L

ey (LLM Customisation)

« OJFEFIIAR (Pre-training)

o 0\EE (Fine-tuning)

o RERILI|A R (Retrieval-Augmented

Generation, RAG)

SN

(Retrieval and Embedding)

- OHERMBERPLSRERFS @ KE
B E B M R 2

- O/ERFMEAEMES - @0 LangChain -
Haystack * Llamalndex ZF#ETRRMIE
ZREEERARE

LangChain m Haystack

Llamalndex E



Al FEFHZE4E

tzi0s - FIAR - IEEmEAIR ZR5E{CERX (RAG)

EZR Inference

Al SERVICE

—E -
_C_D_ fb. 2]?@ BN °, o 02
fo\ 2|t Z <> Z:'.ff.z

API o H
End users Web front-end °
& Integrations LLM model

EXTERNAL TRAINING DATASET
SOURCES AND PROCESSING
@ <> <> HEBE
AP API
Fine-tuning Training data

Private repositories data

|

mRE{EER RAG sl 4R Training
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ADC 3.0 iHRFEF AT Al [EFE

FRONT-END BACK-END
Secure the Load balance Al data traffic ¢
“front door” by adding f
additional services | @

o—(é:% > .
Enterprise

‘ Load balancer data store

WAAP |
Doz C L[4
APP Load balance global Al factories ¢

e (within and between)
nd user or

a L ® ==
API gateway l

API gateway Load balancer Al factory

¢ Al apps depend on APIs

8 ©2025F5  CONFIDENTIAL ——— Changes to existing flow -  (Creation of new flow
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OWASP Top 10 LLM ZZE &

INPUT I OUTPUT |

01 #27~&a;E A Prompt Injection 02 51K E & 78 28 sensitive Information Disclosure
03 {1 & §i# & supply Chain Vulnerabilities \-o 03 A= AV 1 E 32 iImproper Output Handling
04 E R F11E B h E5 Data and Model Poisoning 06 3B E {3 Excessive Agency

07 2 #I/~ /B 28 System Prompt Leakage 09 £55RE &Ml Misinformation

08 ol = M #x A @i Vector & Embedding Weaknesses 10 [ #ll 893 /F )H £ Unbounded Consumption

B MAENNEE  stHELEAXSHNE -
mEBELNEE  ELEANNEEINIERZ AR ERREERR - SfhiER  BENER -
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F5 Al Gateway Processors & 2025 OWASP Top 10 LLM

Base package from F5

Malicious
Command
Detection

Prompt Injection
Detection

Behavior
Reinforcement

Max Input Limit

LLMO1
Prompt Injection

16 ©2025F5

Watermarking

LLM Response
Rejection

Data
Generalization

Data Redaction

Data Filtering /
labeling

Sensitive
System / Data
info Detection

PIl Detection

LLMO2

Sensitive
Information
Disclosure

Malicious
Command
Detection

Sensitive
System/Data Info
Detection

PIl Detection

Code
Sanitization

Code Detection

Behavior
Reinforcement

LLMO4 LLMO5

Data and Model Improper Output
Poisoning Handling

LLMO3
Supply Chain

2025 OWASP TOP 10 for LLM Applications

LLMO6

Excessive
Agency

LLMO7

System Prompt
Leakage

LLMO8

Vector and
Embedding
Weaknesses

Processor
Resource
Exhaustion

API Rate
Limiting

Malicious
Command
Detection

Code
Sanitization

Prompt Injection
Detection

Max Input Limit

LLMO10

Unbounded
Consumption

LLMO9
Misinformation




F5 Al 22242 *ﬁ S HESFE API L Al JEFE

em=ERnsE ~ API B - ZIFEEREER Al FI4R - F5 EE=is R EERR
BANLERE

Global Mgmt Site
\T .)~.
<m>
XC Bot XC DDoS XC WAF XC Console XC API
Defense Protection Security

BIG-IP BIG-IP NGINX Plus m

WEB APP Al APP Al MODEL

WO\ — |4 5 5 5%@
Endusers ... . Web front-end 6

? LLM model

G WAF / DDOS Mitigation / Bot Defense |

API Security
8

e Al/LLM Security : Prompt Injection, Sensitive Info Disclosure

Al Gateway
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Z(Ris Al [BR - FEIHZELLT
PR ER

» Web Application Firewall (WAF)

DDoS Mitigation

Bot Defense

API Security

Al/LLM Security

F5 IRt L Z /R F
« WAAP Solutions

» API Security

* New : F5 Al Gateway (Security)
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SEBNER - BEZEHIRSEE

R ZEREZZEAPI T E AR

OpenAl

\ 4

AIFEFA3

AIFERI2

Gemin

]
Q — 18 | ]]

User or App [

- RAREHEERAPIERERN

- AEHEEAZE ARRAPI T ERREE

- ERFEkeARERTENER
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\ 4

Llama/Mistral

Athropic/Claudé
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F5 Al Gateway

g

RiE F5 Al Gateway
A e
-'J:% Al ]FE_\H% 1% tE 7]u *ﬁ Open framework allowing
= N
Mitigate risks of /NAZ L for custom controls
prompt injection into -1 ﬁ specific to your business
GenAl apps *[I ﬁEE = needs
Al BRE) Y& H

26 ©2025F5 @



F5 Al Gateway e

@

- |7
« SZ1EKubernetes < M: %j%
* OpenAl API, Azure OpenAl, Anthropic, Ollama

* Processor SDK (Python)

Load Balancer -—m— Al-POWERED APPLICATION
or Proxy

- 5 8-

User, App @ g @ Models Vector DB

or Agent

758 fop ' 3 L O R BB R A
ZEhEEE AL E IZET”“
AR A ERERE
EEBKEIL

BEREGLTEE

@ Processor provided by F5 . .

Processor provided by an F5 Partner

NGINX Plus  XC Platform  BIG-IP

Processor developed by Customer
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